HNucrpykuus
10 OPraHu3aluM MAPOJIbLHOM 3alIUTHI B JJIEKTPOHHOI mKoJe 2.0

1. TpeGoBanus K OPraHU3anMu NAPOJIbHON 3alIUTHI

1.1. VYcraHaBimBaeMble apoJin noJb30BaTe e JOJI>KHBI
COOTBETCTBOBATh CIEAYIOIIUM TPEOOBAHUSM:

- JUTMHA TIapoJIsl 10 KHA OBITh HE MEHee 8§ CHMBOJIOB;

- MaKCHUMaJbHBINA CPOK JAeHCcTBUS mapois He Oosee 90 nHei;

— NapoJib JIOJHKEH COJIePKaTh CTPOYHBIE U MPOIMUCHBIE OYKBBI, a TAKKE
HEOYKBEHHBIE CUMBOJIBI (TG PHI, 3HAKU MYHKTYAIIHH, CIICIIHATLHBIE CHMBOJIBI);

- HCIIOJIb30BaHUE TpeX M OoJiee, MOAPSAA HAYIIUX Ha KiIaBUATYype
CHUMBOJIOB, HAOpaHHBIX B OJIHOM PETUCTPE, HENOMYCTUMO;

— UCIIOJB30BAaHUE B  KA4YeCTBE Mapojsi OJAHOTO M  TOr0  XKeE
MOBTOPSAIONIETOCS CUMBOJIA JTUOO TOBTOPSIONICHCS KOMOMHAIIMU U3 HECKOJIbKHUX
CHUMBOJIOB HEJIOITYCTHUMO;

— HOBOE 3HA4YCHHUE MapoJisi HE JOJKHO COBIAJATh C OJJHUM M3 YETHIPEX
MPEABIAYINX 3HAYCHUM;

— MapoJib He JOJIKEH BKJIIOYATh B C€0s JIETKO BBIUMCISIEMbIE COYETAHUS
CUMBOJIOB (MMeHa, (haMUIIUU, JIEHb POXKACHUS U JIPyTryue MamsTHhIC JaThl, HOMEp
tenedoHa, aBTOMOOWJIS, aapec MECTOXKHUTEIIbCTBA, HAaWMEHOBaHUS
aBTOMATU3UPOBAHHOTO PaboYero Mecra, UMs YYETHOW 3alUCU WM KaKyro-1u0o
e€ro 4acth, oOmenpuHsaTeie cokpamienus (password, USER, GUEST,
ADMINISTRATOR u T.4.), 1 Ipyrue AaHHbIE, KOTOPbIE MOTYT OBITh MOAOOPaHbI
3JIOYMBINJICHHUKOM IyTEM aHaJIn3a WH(POpPMAIIH O MOJIb30BaTEeE.

1.2. Tlocne 15 wmuHyT Oe3aeiicTBUs (HEAKTUBHOCTH) TOJIb30BATENs B
OTIEPAIIMOHHON CHUCTEME NPOUCXOAUT ABTOMATHYECKOE OJIOKMPOBAHUE CceaHca
JOCTyNa K aBTOMAaTU3UPOBAaHHOMY paboueMy wmecTy (maimee - APM).
Pa36iokupoBaHre yueTHON 3aMKCH OCYIIECTBISETCS MOJIh30BaTENIEM IyTEM BBOJIA
CBOETO MapoJsi.

13. B ciuysae xommpomeranuu mapoyis (MO0 TMOJO3pEHUH  Ha
KOMITIPOMETAITNI0) HEOOXOAMMO HEMEIJICHHO COOOIIUTh 00 ATOM aIMHHUCTPATOPY
0€30MacHOCTH W U3MEHHUTH MapoJib.

1.4. BoccranoBnenue 3a0BITOTO MApOJIsl MOJIB30BATENSI OCYIIECTBISETCS
aIMUHUCTPATOPOM O€30T1aCHOCTH.

1.5. Tlomp3oBarenu MC 00s3aHbI:

— COXPAHATH B TAHE CBOW JIMYHBIN [APOJIb;

— YETKO 3HATh ¥ CTPOTO BBIIONHATH TpeOOBaHUSA HACTOSIICH
NucTpyKkunuy;

— CBOEBPEMEHHO COOO0MIAaTh aAMUHUCTPATOPY Oe30macHOCTH 000 BCEX
HEITAaTHBIX  CUTYyallUsX, HApyHIEHUSX pabOThl TMOJCHUCTEM  3aIIUTHl  OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA, BOSHUKAIOIIUX MPHU pad0Te ¢ MapoJIsIMHU.



1.6. Ilpu opraHM3zaunuy NapoJibHOM 3aIUThI 3ANPEIACTCH:

- YMBIIICHHOE u HEYMBIIUICHHOE HECAHKIIMOHUPOBAHHOE
O3HAKOMJICHUE C TapoJbHOW WH(POpMaNUe COTPYIHHUKOB W TOCTOPOHHHX JIHI]
HE3aBUCHUMO OT UX JOJIKHOCTH;

- 3aMKCh JJUYHOTO MapoJig Ha OyMary M XpaHEHHE €ro B MOTEHIUAIBHO
JIOCTYITHOM JIJISI O3HAKOMJICHHSI TIOCTOPOHHUMH JIMIIAMU U JPYTUMU COTPYAHUKAMU
MECTe;

— coxpaHeHue napoJieil B Opaysepax u Ha APM nosib3oBareneil.

— BXOJI B CHCTEMY C HCTIOJB30BAaHHEM YYXKUX HICHTU(UKATOPOB HWIIU
MapoJeu;

- COO0IIaTh MOCTOPOHHUM JIMIIAM, B TOM YHCII€ COTPYJHHKAM OpraHa
yhOpaBieHus 00pa30BaHHWEM, CBOM IApPOJIM, & TAKXKE IEepPEChUIaTh OTKPBITHIM
TEKCTOM B 3JICKTPOHHBIX COOOIICHHUSIX.

2. [Mopsanok npuMeHEeHUs NaPOJIbHOM 3aIUTHI

2.1, Huadpopmauuss o mapoisx NOJb30BaTeNel sBiIsSeTcs HHPopManuen
OTPaHUYEHHOr0 JO0CTyNa, MpeAHa3HAYEHHOW Uisi MACHTU(UKAIMU W J0CTyna
KQ)KJIOTO KOHKPETHOTO MOJIb30BaTEIs K 3al[UIIAEMbIM PECYPCaM.

2.2. HaGop muuyHOrO maposisi CHEAyeT TMPOBOAHUTh, MNPEABAPUTEIHHO
yO€IMBIINCH B OTCYTCTBUU JIMIL, KOTOPbIE MOTYT €TI0 YBUJETb.

2.3. Ilpu BpeMEHHOM OTCYTCTBUHU Ha paboueM MecCTe CIeAyeT MPOU3BECTH
OJIOKUPOBKY KOMITBIOTEPA.

2.4. TlosnHas ruraHoBasi CMEHa IapoJjer MPOU3BOIUTCS PETYISIPHO, HE PEXKE
oaHoro pa3a B 90 naei. CMeHa JIMYHBIX NApOJICH MOJIb30BaTEe OCYIIECTBIISIETCA
anmuHuctparopoMm 6e3onacHoctd MC. Cmena mapoisielt mo A0CTymy K 0a30BbIM
CHUCTEMaM BBOJa BBIBOJA KOMIIBIOTEPOB, HACTPOWKAM CETEBOro 00OpYyaOBaHUS,
HAaCTpPOWKaM OIEPAalMOHHBIX CHCTEM IO 3aIyCKy CHEUUAIU3UPOBAHHOIO
POrpaMMHOr0 OOecreyeHus, MpeHa3HAaueHHOro sl oOpabOTKH 3allvIlaeMon
uH(popMaIMu, HACTPOMKaM CpEACTB 3allUThl HMH(QOpPMALUMU  OCYLIECTBIISIETCS
aamuHuctparopom 6e3onacnoctu MC.

25. BxemnanoBas cmeHa (yAajJeHUE) JIMYHOTO TapoJisi  JIEoOOro
MOJIB30BATEINS IPOU3BOJUTCS B CIAEAYIOIIUX CIIydasix:

- 110 OKOHYaHUU CPOKa JEUCTBUS MApOJIs;

— B ClTydyae MPEeKpaIieHHs MOJHOMOYHNH MOIb30BaTels (YBOJIbHEHHE);

— npu 0OHapyKEeHUH dakrta yCIEUIHON MTONIBITKA
HECaHKIIMOHUPOBAHHOTO J0cTyna K anementam MC;

— pu OOHApYKEeHUHU (haKTa KOMIIPOMETAIIUU TTaPOJIs.

2.6. BHemaHoBas MoJiHas CMEHA MAPOJIEH BCEX IMOJIB30BATENIEH, a TAKXKE
naposiied 1Mo JOCTyNmy K 0a30BbIM CHCTEMaM BBOJia BbIBOJIa KOMIIBIOTEPOB,
HACTpOIlKaM CeTeBOro 000pYAOBaHUS, HACTPOWKAM OINEPAIMOHHBIX CHCTEM IIO
3aIlyCKy CIEUUaTU3UPOBAHHOTO MPOrPaMMHOTO OOecTieueHusl, MpeaHa3HAueHHOTO
Ui 00paboTKM 3amuinaeMor HWH(POpMaINMU, HACTPOMKAM CPEICTB 3alIUTHI
uH(doOpMaIuU, MTOJDKHA TPOUZBOJMUTHCS B Clydae MPEKPAIICHHs TMOTHOMOYHUIN



(YBOJIbHEHHE, TEepexoJ, Ha JApyryro paboTy | JApyrue oOOCTOSTEIbCTBA)
aamMuHucTparopa 0e3omacHoctu UC.

2.7. CKOMIIDOMETHPOBAHHBIE  TApOJM  BBIBOAATCS M3 JCHCTBUS
HEME/JIEHHO.

2.8. Ilo kaxxoMy cilydaro, CBSI3aHHOMY ¢ KOMIIPOMETAUeN JEHCTBYOIINX
nmaposieid, OTBETCTBEHHBIM 3a 3aumuTy wuHpopmammu B HC opranusyercs u
IPOBOJUTCS CIIykeOHasi IpOBepKa.

2.9. Pesynbrarel ciny:keOHOM MNPOBEPKM B BHJIE CIY)KEOHOH 3alUCKU
IPEIOCTABISAIOTCA  PYKOBOJACTBY OpraHa ympaBieHus obOpasoBanueM. llo
pe3ysibpraTaM ~ OpOBEpPKM  JIMIA, JONYCTHUBIIME  pas3IJlallleHue  IapoJei,
IPUBJIEKAOTCS K IUCUUIUIMHAPHOW OTBETCTBEHHOCTH.

2.10. Brnanenblpl maposeil JOJKHBI ObITh O3HAKOMIIEHBI IO/ POCIHUCH C
NEPEYUCIICHHBIMU BbIIlIE TPEOOBAHUSAMU U MPEAYNPEXKIEHB 00 OTBETCTBEHHOCTH
3a HCIIOJIb30BAHME IMapoJiei, HE COOTBETCTBYIOLIUX JaHHBIM TpeOOBaHUAM, a
TaK)K€ 3a pasrialleHue napoJbHOU HH(popManuu.

2.11. KoHTposb 3a ACUCTBUSAMHU MOJIB30BATENCH MpU padboOTe ¢ MapOJsIMU,
COOJIIOJIEHUEM TOpSIIKA UX CMEHBI, XpPAaHEHUs M UCIOJIb30BAaHUS BO3JIaraeTcsl Ha
aamuHucTparopa 0e3omacHoctu UC.



